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What are dark patterns?

  Why do dark patterns matter?

  How do we avoid dark patterns?



What is a Dark Pattern?



Dark Patterns Light Patterns

Manipulating users into unintended actions like unwanted 

purchases or sharing personal data

Focusing on transparency and user autonomy, supporting 

clear, honest interactions for informed decisions



Why Do Dark
Patterns Matter?



Users









Business









Types of Dark Patterns
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Dark Patterns In Action



Unsubscribable  
 subscriptions​ with 
 Amazon Prime
 __
 Case study – Hidden subscription & Hard to cancel 



(Source: FTC, 2023)



How did Amazon do this?
Let’s take a closer look...



The user finds it easy to sign up 
or subscribe, but when they want 
to cancel they find it  difficult.

Hard to cancel Hidden subscription 

The user is unknowingly enrolled 
in a recurring subscription or 
payment plan without clear 
disclosure or their explicit 
consent.



(Source: FTC, 2023)​



A "complex
and confusing 
process”
- FTC

(Source: Business Insider, 2024)​



(Source: Dovetail, 2023)

41%
“Of  [people] said [online shopping]

was where they experienced the most dark patterns”



(Source: Variety, 2020)​​

Auto-cancellation
with Netflix
__
Case study – Proactive cancellation 



Netflix has started to 
auto-terminate inactive 
accounts that people 
haven’t used for more 
than 10 months, to help 
subscribers save money.

(Source: Variety, 2020)​​



“We hope this new approach saves people 
some hard-earned cash”

Eddie Wu, Director of Product Innovation at Netflix



(Source: FTC, 2024)



Anxiety induced 
shopping with Temu
__
Case study – Fake scarcity & Fake urgency



Users are pressured into 
completing an action because 
they are presented with a fake 
time limitation.

Fake urgencyFake scarcity

Users are pressured into 
completing an action because 
they are presented with a fake 
indication of limited supply or 
popularity.





Temu uses countdown 
clocks and timers to 
pressure users into 
shopping fast when they 
don’t have to.

Case study – Fake scarcity & Fake urgency



(Source: Dovetail, 2023) 

65%
"Of  [people] indicated that they had been rushed 

through an online transaction by notifications urging 
them to hurry up due to limited supply"



(Source: Body+Soul, 2023)​​

Slowing down 
spending habits with 
DECIEM
__
Case study – The Ordinary & Slowvember



“Black Friday flash deals can encourage 
pressured decision-making and rushed 

purchases, leading to additional waste.”

DECIEM



(Source: Body and Soul, 2023)

1.5 miles
of stacked packaging waste would result if every DECIEM 

customer bought just one product that wasn’t right for them.



The skincare brand 
DECIEM encourages 
customers to think 
twice before they 
buy during the 
holiday season to 
reduce waste.

(Source: DECIEM, 2020)​​



(Source: Glossy, 2020)

200 %
Month-on-month sales increased during DECIEM's 

"Slowvember" sale in November 2019, with its premium brand 
NIOD seeing a 400% rise in sales.



Secret data
collection from 
Instagram Threads
__
Case study – Visual Interference & Trick wording 



The user is misled into taking an 
action, due to the presentation of 
confusing or misleading language.

Trick wordingVisual Interference

The user expects to see 
information presented in a clear 
and predictable way on the page, 
but it is hidden, obscured or 
disguised.



Instagram Threads 
manipulate users
to handing over their 
data by making the 
information hard to
see and using vague 
terminology.

(Source: Growth Design, 2024)



Threads does not make it 
fully clear to users what 
information is being 
collected and how it will 
be used.

(Source: Growth Design, 2024)



Threads does not make it 
fully clear to users what 
information is being 
collected and how it will 
be used.

(Source: Threads Privacy Policy, 2024)



(Source: Reuters, 2023) 

$1.3B
In 2023 Meta was hit with a record breaking 1.3 billion 

dollar fine for violating the European Union’s data privacy 
regulations  



Mindful & transparent 
content
__
Case study – Balance app & Mindfulness 



The meditation app 
Balance lets users know 
upfront that their app
is not for people who 
cannot commit to it for
a full year. 



“We want to support [our users] mental 
wellness, not causes extra financial stress.”

Balance meditation



Guess the Dark Pattern



Boston Globe

Nagging Hard to cancel
Hidden 
costs

(Source: FTC, 2023)​
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Hilton

Fake urgency Obstruction Trick wording

(Source: Hilton, 2024)​



Hilton

Fake urgency Obstruction Trick wording

(Source: Hilton, 2024)​



Tesla

Trick wording
Visual 

interference
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(Source: Deceptive patterns, 2023)​
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Microsoft

Nagging Forced action Disguised ads

(Source: Hall of shame, 2022)​



Microsoft

Nagging Forced action Disguised ads

(Source: Hall of shame, 2022)​



Amazon

Confirm 
shaming

Preselection Obstruction

(Source: Amazon, 2024)​



Amazon

Confirm 
shaming

Preselection Obstruction

(Source: Amazon, 2024)​



IndiGo

Confirm 
shaming

Preselection Trick wording

(Source: X, 2023)​



Confirm 
shaming

Preselection Trick wording

(Source: X, 2023)​

IndiGo



How do we avoid dark patterns?



Practice ethical design.



Ethical Design



Ethical design refers to design that resists 
manipulative patterns, respects data privacy, 

encourages co-design, and is accessible and human-
centered. 

(Source: Stephen Gossett, Built In)​



Human centered designs

Ethical design

• Focus on the user needs and wants

• Prioritize usability and functionality

• Empathize with the user



Human centered designs

Ethical design

• Focus on the user needs and wants

• Prioritize usability and functionality

• Empathize with the user



Human centered designs

• Focus on the user needs and wants

• Prioritize usability and functionality

• Empathize with the user

Ethical design



Transparent designs
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• Build trust and relationships

• Be honest with the user
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Inclusive designs

• Design for the extreme users

• Accessible designs

• Actively seek feedback

Ethical design



Inclusive designs

• Design for the extreme users

• Accessible designs

• Actively seek feedback

Ethical design
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Ethical design
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• Accessible designs

• Actively seek feedback



Takeaways



Interface designs that manipulate or deceive users
into actions they might not have intended.

What dark patterns are



Users impacts
Financial loss

Privacy & security

Mental health risks

Businesses impacts 
Loss of trust

Loss of revenue 

Legal risks

Why dark patterns matter



Design ethically

Be human centered   |   Be transparent   |   Be inclusive

How to avoid dark patterns



Thank You!
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